Implementation of Baseline Services of the NWM IT Cloud Environment
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[bookmark: _Toc2771942]Introduction
The Implementation Summary documents the work completed during Phase IV of the Cloud-Based IT System for a Generic Nuclear Waste Management Program IT-Cloud Environment effort.  The Implementation Baseline document can be found in the NWM’s SharePoint site here:  Baseline Implementation Plan	Comment by Maddy, Coleen: Do you need to link to the Implementation Summary or somehow indicate where people can find it? (Or is this doc itself the implementation summary? “Summary” is not part of the title nor is it in the TOC, so this reference is confusing.) Also, since it seems to be the name of a particular document, I’m capitalizing it. 
The primary goal of this phase was to establish the initial baseline of the cloud environment and services. This document summarizes the artifacts collected as evidence to demonstrate the baseline services delivered and identifies where the baseline configuration documentation is stored, including the initial architecture and governance policies. In addition, the Service Level agreement and validation of each service are also included for consideration. 	Comment by Maddy, Coleen: Do you mean, to establish when the cloud environment and services would be ready for use? I’m not sure what the “baseline” is referring to. 	Comment by Maddy, Coleen: This is strong language. I’m not seeing evidence that the services have actually been delivered, only a list of those services. What is the actual evidence? 	Comment by Maddy, Coleen: I tweaked this sentence. Please verify that I didn’t change your meaning. 	Comment by Maddy, Coleen: This sentence was a little confusing; I’m assuming you’re saying that the Service Level agreement and validation of services are also included in this document, right? I updated the text to that affect. 
[bookmark: _Toc2771943]Baseline Services Delivered

	Service Name
	

	Communication: Email, Skype, Calendars
	O 365

	Collaboration: SharePoint
	O 365

	MS Office Products, OneNote, Teams, PowerPoint, Excel, Word
	O 365

	Azure AD & Azure AD Domain Services
	O 365 & Azure

	IT Help Desk
	O 365

	Cyber Scanning Software	Comment by Maddy, Coleen: Do you need to add O 365 or Azure in this row?
	Azure

	End Point Services (VMs)
	Azure

	Networking 
	Azure

	Database(s)
	Azure

	Administration VM
	Azure

	Landing Page, Hub Sites, Navigation, Look & Feel
	O 365

	Storage Accounts
	Azure

	Log Analytics 
	Azure





[bookmark: _Toc2771944]Baseline Configuration Documentation

The table below lists the services and provides links to corresponding configuration documentation stored on the NWM SharePoint site.  The configuration documentation for each service provides a description of its attributes at the initial implementation and will serve as the basis for defining changes as project requirements evolve and services will be modified to meet those changes. 

	Service
	Documentation Links
	Notes

	AZURE Active Directory 
	Azure AD
	

	AZURE Information Protection Labels 
	Labels
	

	Exchange Online 

	Exchange Online
	

	Domain Setup 
	Domain Setup
	(DNS configurations to DOE) 

	Office 365 
	n/a
	

	Skype 

	n/a
	Out-of-box (COTS)	Comment by Maddy, Coleen: Should this be changed to COTS for professional jargon?

	Teams (Collaboration tool)	Comment by Maddy, Coleen: Not sure what you mean by “Teams” – are you referring to people? If so, probably don’t want to list them as “Out-of-Box”…
	n/a
	Out-of-box (COTS)

	OneDrive 
	n/a
	Out-of-box (COTS)


	SharePoint 
	SharePoint Online
	Out-of-box (COTS)

	Document/Record Management
	CH Implementation
	

	Virtual Desktops
	RDS sessions-based configuration
	

	Windows Server
	Azure Windows Arm Templates
	Will be using the CIS baseline

	SQL Server
	SQL
	

	SSRS
	SSRS
	





[bookmark: _Toc2771945]Baseline Cloud Services Architecture

The diagram below documents initial implementation of platform services, various subnets and managed instances provisioned within the NWM Cloud environment to prepare for the successful development and operation of the program’s applications.
[image: ]


[bookmark: _Toc2771946]Baseline Governance Policies

Deliverable: The Nuclear Waste Management Team wrote documentation to support the cloud environment and services for Operations &Maintenance activities. For an outline of Governance policies for the cloud environment, visit NWM Information Technology Policy.	Comment by Maddy, Coleen: I recommend spelling out acronyms like NWM and O&M on first reference. 
Listed below are a few, but not all, examples of legal/regulatory constraints upon electronically stored information: 
· Physical location of the data 
· Data breach 
· Personal data privacy 
· Data destruction when the corporation no longer wants the relevant data available or transfers it to a different host 
· Intellectual property/information ownership 
· Law enforcement access 
· Service availability 
· Knowledge of cloud service-specific deployment standards and compliances required by various industries (such as FISMA and FedRAMP for U.S. federal government agencies) 
During the O&M phase of the project, the team will execute the processes to be in compliance with governance policies which include all the measures and requirements (such as reporting, encryption, policies, and so on), necessary to ensure that the defined component is followed by measures that can be implemented and controlled. 	Comment by Maddy, Coleen: Do you execute a policy? Or do you execute processes to be in compliance with policies?
[bookmark: _Toc2771947]O&M Service Level Agreement

The NWM team has drafted a Service Level Agreement (SLA) to support the environment as the P1 system’s content and functionality are moved into the Cloud in the event of a project restart. The SLA covers the Operations and Maintenance activities for: 
· Establishing the Roles and Responsibilities matrix for the O&M support team	Comment by Maddy, Coleen: Is my change here acceptable? Not sure if this was the actual name of a specific matrix?
· Granting appropriate access to cloud administration roles identified in the matrix
· Identifying and establishing the IT help desk ticketing system
· Leveraging the ticketing system to handle incident and service request fulfillment
· Delivering governance documentation
· Delivering service asset and configuration documentation
· Delivering the executed Cloud Service Agreement with the vendor	Comment by Maddy, Coleen: Not sure what this means?
The SLA document is can be found here: NWM Baseline SLA

[bookmark: _Toc2771948]Baseline Services Project Schedule

The Phase IV activities for the project were captured and tracked via the Primavera P6 tool. A copy of the schedule can be found via the link:  P6 Schedule Phase IV
[bookmark: _Toc2771949]Baseline Services Validation 

The purpose of validation is to confirm the Baseline Cloud environment's capabilities, functionality, and performance for the NWM project. The goal of the validation checklist is to document all processes and capabilities work as intended.  Here is the evidence the NWM team can provide as of March 6, 2019: Validation Checklist Link	Comment by Maddy, Coleen: Do you want to add in something like “…as of March 4, 2019”?
In addition to the Summary report, Validation checklist, Configuration Documentation of each baseline service, the NWM Project team conducted a Project Demonstration of the NWM Cloud Environment to the Subject Matter Experts of Division 8000.  The demo script can be found on the first tab of the validation checklist.

[bookmark: _Toc2771950]Cloud Vendor Service Level Agreements 
As of March 6, 2019, Microsoft’s Service Level Agreements for the NWM Cloud Environment can be found via the link: Cloud Vendor SLA

[bookmark: _Toc2771951]Exit Strategy
As of March 6, 2019, Microsoft’s Exit strategy applicable for the NWM Cloud Environment can be found via the link:  Exit Strategy
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